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essential assets

⚫ essential assets

◼ are used to talk with system owners (business requirements)

 information to protect (intangible)

 services to provide

◼ are not technical

⚫ essential assets depend on supporting assets

⚫ supporting assets

◼ are technical elements that materialize the information system

◼ represent the attack surface for attacker to work on
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valuation

⚫ essential assets should be always valuated

◼ information: I, C, Auth, Acc, PD

◼ services: A

◼ ... or a combination of
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tricks

⚫ Defining a unique [mission] asset is a fast way to capture the top 

requirements on the system skipping details

⚫ Defining several INFO assets permits ...

◼ that business identify different information of concern

◼ separate different parts of the system that manage different 

information 

⚫ Defining several SERVICE assets permits ...

◼ that business identify different services of concern

◼ separate different parts of the system that provide different services
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supporting assets

⚫ PILAR evaluates the requirements on supporting assets

◼ either by explicit one-to-one dependencies

◼ or as members of a security domain

⚫ supporting assets may be explicitly valuated 

or excluded from valuation

◼ this option should be kept to the minimum required

◼ it permits to add some value to assets that are more important than 

the essential assets 

 what typically means that you have not identified all essential assets

◼ it permits to exclude (n.a.) some assets that do not support business 

value
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supporting assets

⚫ supporting assets may be excluded from valuation

◼ e.g. VPNs are encrypted, and I and C are not be protected there

◼ e.g. standard PCs are not involved in supporting system availability
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best practice

⚫ info assets shall be uniquely essential

⚫ service assets may include other classes
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any question?
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