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physical attacks

equipment

risk

information / services

attacks

Attacks
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modelling
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• zones

identify zones & assets in zones

• timing

compares attack & reaction times

• paths

attack opportunities



assets
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zones
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server

room



attacker
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attackers

specified in configuration



timing
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feasible attack

averted attack



paths

1. The attacker (EXT_P) is at her domain (ext)

 she may get into the room

 Now, she may attack valuable assets
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paths
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protecting paths
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risk mitigation
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threat profiles
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<threat-standard-values>

<filter>

<families>

arch.pps HW Media AUX L P other

</families>

<threats>

A.5 A.11 A.29 A.30 A.31

</threats>

</filter>

<family F="arch.pps">

<threat Z="A.5" f="10" />

<threat Z="A.26" f="10" />

</family>

<family F="P">

<threat Z="A.26" >

<set D="V" deg="1.0" />

</threat>

</family>

<family F="other">

<threat Z="A.25" >

<set D="V" deg="0.9" />

</threat>

<threat Z="A.26" >

<set D="V" deg="1.0" />

</threat>

</family>

</threat-standard-values>

A.5  masquerading of identity

A.11 unauthorized access

A.25 theft

A.26 destructive attack

A.27 enemy over-run

A.29 extortion

A.30 social engineering

A.31 distraction
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current status

 beta

 getting experience

 fast for simple (standard) scenarios

 balance between complexity and actionability

 to be adjusted

 threat profiles

 safeguards

 recommendations
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