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CENTRO CRIPTOLOGIGO NAGIONAL

LI modelling

|L PILAR: [attacks_physical] - O X

Project File Db Edit Lewvel Help

> 5 o) I

Qualitative analysis

o= [, Project

9 A. Risk analysis
o= A Asszels

L. 2. Physical zones

A2, Zones * anes_ .
A2.2. Timing identify zones & assets in zones
A.2.3. Attack paths . .
o A3. Threats * timing
& A4. Safeguards compares attack & reaction times
o= A5, Impact & rizk
o R. Reports L pathS
o & Securiyprofles attack opportunities

attacks_physical_en.... @ @ ®
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assets

Q [attacks_physical] risk analysis » assets = asset classes — O X
- 1)+ asset classes| | |I| = IE + assets
ASSETS -|ASSET CLASSES -
¢ o [sCENario] o= ] [essential] Essential assets B
% jg [mission] ¢ =5 [arch] System architecture
{essential.finfo, servicel} C [=ap] service access point
T+ A [users] [ip] logical border protection system
{D.e-files, SW.std.o=, HW.pc, Media.electronic.dis [pp=] physical perimeter protection sysi
T+ A [zerver] C [tempest] protection against electromad
{D.e-files, SW.std.os, HW.mid, Media.electronic.d C [or] alternative
7 A [LAN] o= (] [availability] Availability
{HW.network.router, COM.LAN, AUX.cabling} -5 |:| [evaluated] Evaluated products or services
¢ :| & (2] [D] Data ! Information .
farch.pps, L.local} :| &= O] [keys] Cryptographic keys

o| & [0 [S] Services

2| o= 2] [5W] Software

:| &= [Z] [HW] Hardware

:| &= [Z] [COM] Communication networks
2| o= O] [Media] Media —
1 Il [ 1] [ 4] ll | [ »]

domain | | source apply delete clean H . @ ®
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ACIN Z0Nes

GENTRO CRIPTOLOGIGO NAGIONAL

[ [attacks_physical] physical zones > zones — O >
standard | [ | & || 4 | & | 3% assets ZONEs
Physical zones ASSETS
L ﬁ [core] inner zide o= [zcenario]
is [mission] g
A [users]
A [=zerver] :
A [LaN] i
A [room] :
¢ A [ext] outside world {EXT_P} |, [attacks_physical] physical zones > zones > physical zone
A [room]
code
|ext |
name

|nuts.i|:le world

class

room

EXT_P

Information sources

associate || «
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(LICIN attacker

| [attacks_physical] physical zones > zones > physical zone

code
lex] |

name

|nut5ide workd

class

EXT_P attackers

Information sources

N specified in configuration

File Edit Format View Help

attacker= [EXT_L] External attackers (cyber)
tsviEXT L= tsv log.xml, 2814-88-27.xlsx

attacker= [EXT_P] External attackers (physical)
tsv:iEXT P= tsv pps.wxml, 2814-88-27.x1sx

attacker= [EXT _T] External attackers (emissions)
tsv:EXT T= tsv tempest.xml, 2814-88-27.x1sx
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LI timing

feasible attack

attacker | attack paths | current | target
EXT_P @ ext
EXT_P @ ext (A5, core] B S A B A0

EXT_P @ ext {A.25, core] DRSSO Jom > fm+im

| [attacks_physical] physical zones > timing - O > _
Export

[ext] [4.26, core] =
i attack delay 30m
% detection time cm [ext] [A.26, core] % hod
reaction time 1h S
zame for all paths ] | i ; attack delay -
detection time 1m
reaction time 10m
OK cancel zame for all paths |:|
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CENTRO CRIPTOLOGIGO NAGIONAL

®®X paths

1. The attacker (EXT_P) is at her domain (ext)
B she may get into the room

®m  Now, she may attack valuable assets

J [attac c_physica cical zones > path protection —
L ks_physzical] phyzical path p O X
Edit Export
[ likelihood | risk |
attack paths potential current target
attack paths
o EXT_P @ ext
o [A.26] Destructive attack — core L L ]

{ room }
[A.5] Masquerading of identity — core L L M

{ room }
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paths

| [attacks_physical] physical zenes > path protection — O >
Edit Export
( likelinood | risk |
attack paths | potential | current | target
\attack paths
¢ EXT_P @ext
¢ [A.26] Destructive attack — core | (54} | 2.9 {0.81}
server (D) [A.11] Unauthorised access 7V S {1.6} {0.52}
LAN (D) [A.11] Unauthorised access . @n (1.4 {0.49}
LAN (C) [A.11] Unauthorised access 54 2.0 {0.75}
server (1) [A.11] Unauthorised access {2.4} {0.76%} {0.16}
server (C) [A.11] Unauthorised access {54} | {2.9} {0.81}
users (I) [A.11] Unauthorised access {2.4} {0.76} {0.16}
LAN (1) [A.11] Unauthorised access @4 1.4 10.48}
users (D) [A.11] Unauthorised access _ {1.6} {0.52}
users (C) [A.11] Unauthorised access 54} | 2.9} 10.81}
[A.5] Masquerading of identity — core {54} {2.9} {0.73}
LAN (C) [A.11] Unauthorised access | {54y | 2n {0.67}
LAN (D) [A.11] Unauthorised access @ 1.4} 10.41}
LAN (1) [A.11] Unauthorised access @ 1.4} {0.40}
users (D) [A.11] Unauthorised access 7V 1.6} 10.44}
server (1) [A.11] Unauthorised access {2.4} {0.76} {0.08}
server (D) [A.11] Unauthorised access _ {1.6} {0.44}
users (C) [A.11] Unauthorised access 54} | 2.9} 10.73}
server (C) [A.11] Unauthorised access _ {2.9} {0.73}
users () [A.11] Unauthorised access {2.4} {0.76} {0.08}
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(LICIN protecting paths

| [attacks_physical] risk analysis > safequards > Safeguard effectiveness — O *

Edit Expand Export Import Statistics

[base] Base Information sources

as..| top safequard |dn_| sn_| {:n_| H |{:u_|ii
5 10

[ »

PHY EL ¢ -~ [PPS]Perimeter protection L2 L3 LZ..
PHY| EL o—:::::[L.depth] Defence in depth L2 L3 L3
PHY| EL o- == [PPS.2] Design
PHY| EL o- ==[PP5.3] Doors
PHY| EL o- == [PPS.4] Windows
PHY| EL o- === [PP3.5] Grilles

PHY| EL o ::::: [PP5.6] External walls

L2 | L3 |L3-..
L2 | L3 | L3
12| L3 | L3
L2 L3 L3
L2 | L3 L300

I
s 1
5 1
4 [
PHY EL o- =2 [PPS.7] Access doors ’. L2 | L3 L2-..
PHY EL o—:::::[F'F'S.B]CuntmI of keys, combinations and security devices 4 . L2 | L3 L2
T | EL o- == [LIA] {xor} Authentication mechanism 5 . L2 | L3 | L3
PHY EL o- B=E[LAC] Physical access control B 1213 2=
PHY DC o—:::::[F'F'S.b] Perimeter intrusion detection system 4 . L2 | L3 | L3
PHY DC e—:::::[F'F'S.c]There is avideo monitaring system (CCTV) 4 . L2 | L3 | L3
==[PP5.d] Personnel are aware and receive training regarding I
PHY AW == detection and response to suspicious activity nearby the 2 L2 | L3 | L2 | |
premises
PHY| PR o-:::::[F'PS.e]Securit].flighting 4 . L2 | L3 | L3
PHY EL o- == [PPS. ] Surveillance 4 . L2 | L3 L2-..
PHY EL :::::[F'F'S.Q]Site security is not the responsibility of a single guard - L2 L3 L4
PHY MH o- == [PP3.h] Recording of events 4 . L2 | L3 L2-.| 4]
—IE+ SOUrces |:|L| operation | suggest pﬁnd EE2 H . <?> @
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risk mitigation

|, [attacks_physical] impact & risk > accumulated risk - O >
(A1 [ M [[€] [ [Auth] [ [Acc] [ V] |
| asset | poteniinl| current | target | PILAR |

[] ASSETS {5.4} {3.2} {099} {0.99} |-

[] | % = [scenario] {5.4} 3.2} {0.99%  {0.99}

O o A [users] DO 323 {099} | {0.99)

O ¢ A [server] DE0N 323 {099 | {099}

L] A [A.5] Masquerading of identity {54} 3.2} {0.99} {0.97}

] A [A.6] Abuse of access privileges {5.4} {3.1} {0.99} {0.99}

L] ﬁ [A.7] Misuse {1.5} {0.63} {0.14} {0.13}

N ﬁ [A.8] Malware diffusion {51} {2.8} {0.91} {0.88} |=

L] 9 | [A.11] Unauthorised access {5.4} {2.9} {0.81} {0.81}

L] A [A.11] Unauthorised access {4.5} {2.2} {0.79} {0.76}

L] g; EXT_P@ext = [A.26, core] {5.4} {2.9} {0.81} {0.81}

O % EXT_P@ext > [A.5, core] {5.4} {29} {073} {0.74}

L] A\ [A.15] Deliberate alteration of information

L] A\ [A.18] Destruction of information

L] ﬁ [A.22] Software manipulation {61} {2.8} {0.92} {0.90} |

L] A [A.23] Hardware manipulation {3.7} {1.4} {0.63} {0.63}

L] A\ [A.24] Denial of service |

1 A [A 78] Thoft 5 41 oy Iy N4l -
- E + [ |+1 |BY_LAYERS w | | domain | | source manage legend html | csv | xml || db @ <?>
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threat profiles

A.5 masquerading of identity <threat-standard-values>
A.11 unauthorized access <filter>
A.25 theft <families>
A.26 destructive attack arch.pps HW Media AUX L P other
A.27 enemy over-run </families>
A.29 extortion <threats>
A.30 social engineering AS5A.11A29A30A.31
A.31 distraction </threats>
<ffilter>

<family F="arch.pps">
<threat Z="A.5" f="10" />
<threat Z="A.26" f="10" />
</family>

<family F="P">
<threat Z="A.26" >
<set D="V" deg="1.0"/>
</threat>
</family>

<family F="other">
<threat Z="A.25" >
<set D="V" deg="0.9" />
</threat>
<threat Z="A.26" >
<set D="V" deg="1.0" />
</threat>
</family>
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current status

® Deta
® getting experience

m fast for simple (standard) scenarios

m balance between complexity and actionability
® to be adjusted

m threat profiles

m safeguards

B recommendations
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