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suggestions in PILAR

. safeguards # security profiles (evl)
® structural suggestions ® structural suggestions
B by security domain ®m by security domain
® maturity suggestions ® maturity suggestions
® by security domain ® Dby security domain

m for a subset of risks

suggestions
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safeguards by domain

™ piLAR: [example] Public Administration Office — O >
Project File Db Edit Level Help

> oo I

Qualitative analysis
o= [ Project
¢ A Risk analysis
o= Al Assels
o= A 2 Logical zones
o= A 3. Physical zones
o= A4 Threats
¢ A5 Technical and organizational measures: Information security
5.1. applicability

» |

] valuation (phases)
A.5.3. valuation (domains)
A.5.4. Security policies
A.5.5. Security procedures —
o= A 6. Legal protection and compliance measures: Personal data
AT, Security actions
o= A3, Impact & rizk

[4]

example_en.mgr @ <?> ®
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structural recommendations

1. select one domain (blue band above)

D [example] risk analysis > safeguards > edit_safeguards — O =
Edit Expand WView Export Import Statistics
[paze] corporate network Infermation sources

ss.. sateguard [do. s0.] ap. co.|cu. P |

|:| A
L]| ™ |EL entification and authentication N
|:| T EL L. L3..|L2..
|:| M PR L1.. |L1..|L2..
O m e structural L3 | L4 L2..
[] ™ PR . LO... L3...[L2...| _
[ wm er recommendation L0../L3...L2..|
[] ™ PR LO... LO... L2...
|:| M *ﬁ[CDM] Protection of Communications LO... L2..|L2...
|:| M PR o= ::::: [IF] Logical border protection system L1 | L3 na.

[1 ™ PR OE B o . [MP] Protection of Media L1... 3. L2 |
[] ™M PRUG B o™ a0x] Auxiiary Means ph... LO... L3... L2...

[ ] |PHY| EL -- *ﬁ[F‘F‘E] Physical protection of equipment L2 |L4.. L3..

[ ] PHY PR |8 o [L]Protection of the installations ph.. .. L0... L3... L2...

[ ] PHY EL |8 | o === [PPS] Physical Perimeter Protection LO... L3...|L2...

[ | |lPER| PR o= [P5] Personnel n.a. n.a. na. na.
[1 m PR 5 B o*rns] botentisly dannernis services Lz 14 02,17
= J + | SOUrces operation || suggest _,.J find | >> H @ <?> @
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P T structural recommendations

® for those safeguards that apply

m safeguards may not apply ...
O because you said so (n.a.)

O because PILAR thinks they are useless in your project
based on asset classes, assets security requirements, and threats

® rating: a level between 0 (no use) to 10 (critical)

® caveats
®m (u) underkill: it is not powerful enough for your risks

m (o) overkill: it is oversized for your risks

suggestions
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structural recommendations

D [example] risk analysis = safeguards > edit_safeguards — O >
Edit Expand WView Export Import Statistics
[ra=e] corporate network Infermaticn sources

o eo - Too-fcu- IR |

D SAFEGUARDS _-L5|_-L5|L2.. =
(] m EL DENEE o "™ 4] dentification and authentication ET Y.
[1| 7 ec 07 I o™ Ac) Logical access control L5 _-L5L2...
(1| m PR 7 I ¢ ™™D Protection of Data / Information L1..L1... L2...
[1|/m a3 o- ™10 1] There is an inventory of information assets L2.. L5 | L3
[] m std 4 [ "2 Regulations L1..| L5 Lz,
[]1 m | PREGEEE o *%D3] securiy attributes I} L1 | L4 | La
[] m PR o #F[D.1 Integrity guarantees n.a. n.a. na. na.
[] m pPR| 5 BB o *%D5] Confidentiality protection L1... L3...[L2..
[] m rRC 7 BB > "™™[D.backup] Backup copies of the data L1..| L5 |L3..
7 ec s il o [D.DS] Usage of electronic signatures L1... L1..[L2...
Clm m| 5 N o | _'[D.T5] Usage of time stamping services LZ | L4 |L2.|=
[] ™ EL - *m'[lﬂ Protecting cryptographic keys L3 | L4 |L2..
1| m | PR 6 [l o5 Protection of Services L5 _-L5L2.
[l m PR -- o= '[SW] Protection of Software _-L5 _-L5[LZ..
1| m pr 7 [l = . Hw Protection of Hardware L2 _-L5|L2..

[1 m | rr BN "™ (com Protection of Communications _-L3_-L5 L.
[]/ m PR o === IP] Logical border protection system n.a.

[1 ™ PR T B o . [MP] Protection of Media L1... L3 L2..
1| m PRGN o [aUx] Auxiiary Means ph... L0...|L3...[L2...

[ ] /PHY| EL -- *?[F‘F‘E] Physical protection of eguipment L2 L4.. L3..
[] PHY PR |8 o [L] Protection of the installations ph... .. L0... L3... L 2...| |
L] pry| EL NS o =5 (PPS] Physical Perimeter Protection 12 -L5[L2..

[ | PER PR o= [PS] Personnel n.a. n.a. n.a. n.a.
[] ™ PrR|5 B > OS] Potentially dangerous services L2 | L4 [L2..
[l m cr -- & _'[IR] Incident management (ICT} Lo...[L3...|L2...
[] 7 PR SN > "™ tools] Security tools L2 _-L5|La..|
—IE + | SOUrces operation | su st _;.) find || > H . <?> ® 6
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structural recommendations

example] risk analysis » safequards » edit_safequards —
™ lexample] risk analy feguards > edit_safeguard O X
Edit Expand WView Export Import Statistics
[rase] corporate network Informaticn sources
safeguard |do.. s0..] ap..| co..] cu../ [ Pl
rotection of Data / Information _-L5|_- |~
[]/ m PR ¢ “ 1] Protection of Data / Informati L5_-L5/L2...| =
L]l m *1[&1] There is an inventory of information assets L2.. L5 | L3
[] ™M std 4 o % D.2] Regulations L1...| L5 [L2..[ 7]
.3] Security attributes
L[] m o~ #%1D.3] Security attribut L1 | L4 | L4
[l m PR *ﬂ‘[D.I]Integr'rt'_.r guarantees n.a. n.a. n.a. na
: nfiden protection _-L2| -
[]/m PR & ¢ 17 [D.5] Confidentiality protectio L2|_-L4[L2
(] m e 5 N ¢ % [D.C] Encryption of information 12 -L4]L2...
M std 2 o= [C.1] There iz a policy for the use of L2 | Le | L2 |=
D N l ﬁcr'_.rp-tngrap-hic controls
D.C.2] There are procedures for information
M 2 - L2 L4 L2
L prog l ﬁencwminn
[] ™ |AD| 2 - ?[D.C.S] Persons are assigned to responsibilities. L2 | L4 L2
L7 |ecfs N ? “|. [D.C.4] Encryption mechanism L2 L4 L3
117 er 5 R ¢ “*%[D.C.4.1] {xor} Options L3 —
D.C.4.1.1] {xor} Shared secret
T EL 5 ? AL Lo
D l ﬁisymmetric encryption} SN
[D.C.4.1.1.1] DES (56 bitz) or
[ ]| T |EL 2(u) ﬁequi'.ralent n.s.(ns.| L2
[D.C.4.1.1.2] 3DES (112 bits) or
L] T [EL 3[u) ﬁequi'.ralent n.s.|n.s.| L3
[D.C.4.1.1.3] AES-128 (128 bitz) or
(]| T |EL 4{u) ﬂequw&m n.s.(n.s.| L3
D.C.4.1.1.4] AES-192 (192 bitz) or
T EL 5 [ L.
Ll l ‘ﬂmm'em [1 111
D.C.4.1.1.5] AES-255 (256 bitz) or
T EL 4 [ s.ns.| L3
D (o) ﬁequi'.ralant n.8. n.s
o [D.C.4.1.2] {xor} Public key
T | EL % 5. %, L3
D ?cr'_.rptugraphy RSA [+ zession key n.8. n.3 —
T i hl
: 7
SuggeStIOI —IE+ SOUrces operation | suggest pﬁnd S H @ <?> ®




P T how to proceed

® with respectto n.a.

m if PILAR says n.a. but you think you need it,
revise asset classes, asset dependencies, asset requirements, and
threats

m if PILAR says n.a. and you agree,
mark as n.a.

m if PILAR recommends it, you agree,
retain it, and go for maturity

m PILAR recommends it, but you think you do not need it,
O mark as n.a. and prepare a good argument to defend yourself
O please think twice; it is just to easy to ignore by convenience

O residual risk may be falsely low because of obviating important
protection measures

suggestions



P * how to proceed

® with respect to selection

B you may need to change selection to reflect real facts

5 - ¢ =, [0.C.4] Encryption mechanism L2 |LZ-..| L3
5 - ? ?[D.C.4.1]{xur} Options L2 | L2 | L3
5 - T ﬂ[l}.t.diﬂ{xur} Shared secret (symmetric encryption) [L2][L2][L3]
2 (u) A [D.C.4.1.1.1] DES (56 bits) or equivalent [LzjrLa2g L2
3 u) M. [D.C.4.1.1.2] 30ES (112 bits) or equivalent n.s.| ns.| L3
4 (u) 'ﬂ[D.E.4.1.1.3] AES-128 (128 bitz) or eguivalent n.s. | ns.| L3
5 'ﬂ[D.C.4.1.1.4] AES-192 (192 bits) or equivalent ns. | ns. [L3]
4 (o) 'ﬂ[D.C.4.1.1F-] AES-255 (256 bits) or equivalent ns.  ns.| L3
& - 7 |- [0.C.4] Encryption mechanism L2-... L3-... L3
5 - s 'ﬂ'[D.C.4.1]{xur} Options L3 | L3 | L3
5 - T 'ﬂ'[D.C.4.1.1]{xur} Shared secret (symmetric encryption) [L3IJIL3]IL2]
2 (u) ﬂ[D.C.4.1.1.1] DES (56 bits) or equivalent ns.  ns. | L2
3 (u}) ﬂ[D.C.4.1.1.2] 3DES (112 bits) or equivalent ns.  ns. | L3
4["1'- 'ﬂ[D.C.4.1.1.3]AES-123(123h'rts}urequ'rvalent [LIJLL3] L3
5 ?[D.E.4.1.1.4] AES-1592 (1592 bits) or eguivalent n.s. | ns. [ L3]
4 (o) ?[D.E.4.1.1F-] AES-256 (255 bits) or equivalent ns. | ns | L3
b - ¥ |- [0.C.4] Encryption mechanism L2-... L3-... L3
5 - ? ﬂ[D.C.-ﬂf.ﬂ-{xur} Options L3 | L3 | L3
5 - 9 ﬂ[D.C.4.1.1]{xur} Shared secret (symmetric encryption) [L3NIL3 ]I L3]
2 (u) '?[D.C.4.1.1.1] DES (56 bits) or equivalent ns. | ns.| L2
3 (u) '?[D.C.4.1.1.2] 3DES (112 bitz) or equivalent ns. ns.| L3
4 (u) '?[D.C.4.1.1.3]AES-128(123t:-'rts}urequi'.ralent [L3] n.s.| L3
5 '?[D.C.4.1.1.4] AES-192 (192 bits) or equivalent ns. | ns. [L3]
4[01- '?[D.C.4.1.1.5]AES-256(255hi‘ts}uraquhralent ns. [L3] L3
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maturity

1. select one domain (blue band above)

2. select one phase (table header)

™ lexample] risk analysis > safeguards, ™\ — O x
Edit Expand View Export Importl Matu r|ty
[baze] corporate network .

asp. recommendation [dow] 0w ap<] cou] cu NP |
D SAFEGUARDS _-L5|_-L5|L2-.. =
[] ™ | eL NENI "™ 2] dentification and authentication 14| a2
L] 7 e °F B >"™™2c] Logical access control _L5| -L5[L2-...
[l ™ | PR -- ¢ ] Protection of Data / Information LO-.. L1-.. L2-...
[] ™| AD - **[D 1] There is an inventory of information assets L2-.. L& | L3
[] ™ std 4 Jll o D2 Reguiations L1-.. L5 [L2-..
[] ™ | PR UGN o *%mD.3] Security attributes L1 | L4 | L4 |=
[l | ™| PR o- % [D.1] Integrity guarantees n.a. n.a. na. na
[] ™ PR 5 BB o *%pD s Confidentiality protection LO-..| L3 L2-...
[] | m | RrC -- *m'[D.hackup] Backup copies of the data L1-... L5 |L3-..
[1] 7 e 6 1N ¢ ", [D.DS] Usage of electronic signatures L1-... L4 L2-...
] T std 2 - **[D DS.1] There is a policy on electronic signatures L2 | L3 |L2] |
o= [.DS.2] There are procedures for the usage of electronic
[] T proc 2 l Tngnatules p g L3 L3 L2
[]| T AD| 2 - *[D.DS.S] Perzongz are azzigned to rezponsibilties L3 | L3 L2
[] T PR 3 *1[D.D5.4] The probative value of the signature is guaranteed L2 L2 | L3
L 7| 5 o- ™ D.DS 5] {xor} Electronic certificate 3| L3 L3
[] T e 5 B8 o005 6] {xor} Algorithm implementation L3 | L3 | L3
| T | EL -- *'ﬁ[D.DS.?] {=or} Digital =ignature mechanism L3 | L3 | L4
[] 7T |AD| 3 - - [0.05.8] Algorithm vulnerabilties are regularly reviewed L3 L3 L3
L] T |cert, 4 B of [0.DS.9] Certified / accredited algorithms are used L2 | L3 L3
[] T |cert 5 N o [0.05.3] Certified products or services are used L1 L1 L3
|_:| M M 5 - o=, '[D.T5] Usage of time stamping services L2 | L4 L2-..[] 10
suggestions T

—IE + L | operation " suggest| ,.) find H @ <?> ®




P * how to proceed

® light reflects differences between selected phase (red)
and target phase (green)

| |asp..l top |r&|:...| | safeguard |du| so...| ap...| c:-o| {:u...- PIL_I

] blue: selected maturity above target
green: selected maturity equals target
yellow: selected maturity a bit below target

] red: selected maturity far below target
gray: not applies

® objective: avoid red marks

suggestions 11
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2.
3.

Sugg

maturity

select one domain (blue band above)

select one phase (table header)

click SUGGEST (bottom)

D [example] risk analysis > safeguards » edit_safeguards

Edit Expand Wiew Export Import Statistics

[baze] corporate network

Information sources

Ll SAFEGUARDS -]
[] m EL B8N =" ™1~ ientification and authentication L1..L3..L2...
L1 7 L 0% B "™ [ac] Logical access control L0...|L3... |L2...
[] m PR 7 M =" Protection of Data / Information L1..L1...|L2...
[] m EL BN o- M.\ Protecting cryptographic keys L3 | L4 |LZ..
[] m PR 6 B o"*%5] Protection of Services L0... L3... L2, | _
[l m PR -- o, [5W] Frotection of Software L0.. L3 L20]
[] ™M PR SR SRS LO... LO... L2...
[ ] ™ PR . LO.. L2.. L2...
[] ™M PR maturlty L1 L3 na.
[] ™M PR L1 L3 [L2..] |
0 m | Fecommendation oh. L0... L3.. L2..
[ ] PHY| EL - L2 |L4...|L3...
[ ] [PHY PR - -1 [L] F‘ruteu:tlnn o jons ph... .. L0...|L3...|L2...
[] PHY EL "6 | o ==[PPS] Physical Perim ction L0... |L3... |L2...
[ | PER| PR o= [PS] Personnel n.a. n.a. na. na.| |
o i iCEs L2 140120

sources

operation

suggest

- find

@ 12




maturity

1. selectthe type(s) of protection you are looking for

™ type of protection >

Type of protection
¢ [X] likelihood
[X] [PR] prevention
[X] [DR] deterrence
[X] [EL] elimination
7 [X] impact
[X] [IM] impact minimization
[X] [CR] correction
[X] [RC] recovery
¢ [X] administration
[X] [DC] detection
[X] [MN] monitoring
[X] [AW] awareness
[X] [AD] administrative
[X] [std] poli...
[X] [proc] procedu...
[X] [cert] certifications [ accreditatio...

suggestions 13



P T maturity recommendation

recommendations are sorted by first column index number
2. click on the suggestion to center it on the upper panel

3. these recommendations apply to the whole security domain

D [example] risk analysis > safeguards > edit_safeguards — O =
Edit Expand WView Export Import Statistics
[paze] corporate network Infermation sources
safeguard | dn.l ml ap...l m.l cu...lii_
— o T 7
L] *'ﬂ'[tuuls.CM] CHW: Continuous monitoring L0 | L4 L3..|=%
L] e '*'[tunlsm.-'] Tool against harmful code (malware) L2 | L3 |L3..
= ? [tools AV.1] There are protection measures for L2 L3 L3
harmful code
[tools AN 2] There iz a policy for gathering
L] information about new viruses (mail lists, web L2 L3 L3
page access, etc.) —
L] o [tools AN 3] Up-to-date software maintenance L2 L3 L4 =
tools AV 4] Virus database is continuoushy
T [ 12 L3 L5 |—
D ﬁupm:laalt-m:l -
A u [tols AV 4] Virus database is continuously updated =
5.3 i [tohls. AV.T] Programs and services are reviewed during boot L
5.1 = [tobls. AV.d] Scanning of files received on removable computer storage media —
5.1 = [tohls. AV.9] Scanning of e-mail attachments
5.1 = [topls.AV.c] Scanning of downloaded files
5.1 : [tohls.AV. 3] Up-to-date software maintenance —
: ted authentication path il
Sugg -| 1|+ | sources operation || suggest _,.J find | >> H @ <?> @ 14




P T how to proceed

for low risk systems,

B minimal objective should be mostly L2, L2

.. L3
and L3 for some critical measures

® for medium systems,

® minimal objective should be mostly L3,
L4 for some critical measures, L3

and L2 for low effect measures = =
® for high risk systems,
®m objective should be mostly L4, L4
L3 for low effect measures L3

® L5 is most usually utopia

suggestions 15



P‘E safeguards for some risks /1

® on any presentation of risks; e.g. by assets

1. select one or more rows on the left column
you may select complete assets, or some risks

2. click suggest on the bottom tool-bar

™ [example] impact & risk > risk.down — O =
View Export
l/potenti.al [ current | target | PILAR |

| asset a1 | m | (€ |auth)] [Ace | vi | rpop |

[] AsSETS {44}y {63} (64} {69} [56} {24} |~

|:| @ _— [B] Essential assets: information and services {3.8} {3.7} {46} {52} [5.6} {2.4} [

|:| o= jt [INFO] Current files {24}

|:| o= § [5_in_person] In person processing {38}y {37} {46} mm

|:| o= § [5_remote] Remote processing 3.8y [3.7} [4.6) mm

|:| & _— [I15] Internal services {38y 52} [64) [69) [5G} i

] o- A [https] SSL access LN [52) | {6.4) | {6.9) |

] o- A [email] electronic messaging 3.8y (7 @6 NERNEEN

] o- A [archive] Central archive XIS [6.4) | {6.9) | {56} |

L] 9 — [E] Equipment {44y {63} [64) [6.0}

|:| e a [SW] Applications 34y [35}) [62) —

] o A [SW_app] Processing of files B4 ps5 NN

|:| e a [HW] Hardware 3.1y {63} [64) [6.0}

L o A [PC]Work positions £FN (58] | {6.4) | (6.0} |

> A [SRV] Server Ol (653 | 64 | 503

|:| e a[CDM] Communications {44}y [54} {456} [59) - |

suggl 16

—IE + |:|+'1 domain | | source manage legend @ <?>




P‘E safeguards for some risks /2

® on any presentation of risks; e.g. by assets

1. select one or more rows on the left column
you may select complete assets, or some risks

2. click suggest on the bottom tool-bar

™ [example] impact & risk > risk.down — O =
View Export
l/potenti.al [ current | target | PILAR |

| asset a1 | m | (€ |auth)] [Ace | vi | rpop |

[] AsSETS {44}y {63} (64} {69} [56} {24} |~

|:| @ _— [B] Essential assets: information and services {3.8} {3.7} {46} {52} [5.6} {2.4} [

|:| o= jt [INFO] Current files {24}

|:| o= § [5_in_person] In person processing {38}y {37} {46} mm

|:| o= § [5_remote] Remote processing 3.8y [3.7} [4.6) mm

|:| & _— [I15] Internal services {38y 52} [64) [69) [5G} i

] o- A [https] SSL access LN [52) | {6.4) | {6.9) |

] o- A [email] electronic messaging 3.8y (7 @6 NERNEEN

] o- A [archive] Central archive XIS [6.4) | {6.9) | {56} |

L] 9 — [E] Equipment {44y {63} [64) [6.0}

|:| e a [SW] Applications 34y [35}) [62) —

] o A [SW_app] Processing of files B4 ps5 NN

|:| e a [HW] Hardware 3.1y {63} [64) [6.0}

L o A [PC]Work positions £FN (58] | {6.4) | (6.0} |

> A [SRV] Server Ol (653 | 64 | 503

|:| e a[CDM] Communications {44}y [54} {456} [59) - |

suggl 17

—IE + |:|+'1 domain | | source manage legend @ <?>




P‘E safeguards for some risks /3

® PILAR shows the recommendation for the selected risks

® |et PILAR suggest

® efc.

™ [example] impact & risk > risk.down > edit_safeguards — O =
Edit Expand WView Export Import Statistics
[paze] corporate network Infermation sources

as... | dnl ml ap...l c-n.l cu .Iii_

|:| SAFEGUARDS LO... L1.. LZ...:
[] m ©eL BENI = "™ (4] identification and authentication L1..|L3...[L2...
[] T ELF B o0 ogical access control LO... L3...|L2...
[] m PR 6 J > "D Protection of Data / Information L1... L1... L2...
[ ]| ™| EL *ﬂ'[}{] Protecting cryptographic keys L3 | L4 L2..

[] ™M PR o % 12] Protection of Services LO... L3.. L2..| _
[] ™ PREF B = [SW] Protection of Software Lo...L3...[L2..]
[] ™M PR F BN o [HW] Protection of Hardware LO... L1...|L2..
[] ™ PR o #0514 Protection of Communications LO.. L2.. L2...
|:| M PR o= ::::: [IF] Logical border protection system L1 | L2 n.a.

[1 ™ PR OE B o . [MP] Protection of Media L1... 3. L2 |
[] ™M PR 5 B o ®%0a1x] Auxiiary Means ph... LO...|L3...|L2...

[ ] |PHY| EL -- *ﬂ[F‘F‘E] Physical protection of equipment L2 |L4.. L3..
L] |PHY| PR =" [L] Protection of the installations ph.. .. LO... L. L2...

[ ] |PHY| EL o [FPZ] Physical Perimeter Protection L0O... L3.. L2..

[ | |lPER| PR o= [P5] Personnel n.a. n.a. na. na.
[1/ ™M PR o= " 1021 Prtentisly dannernis services L2 14 02..1>

Sugg = J + | SoUrces operation | suggest _,.J find | == H @ <?> @ 18




controls by domain

™ plLAR: [example] Public Administration Office — O >

Project File Db Edit Level Help

> oo

Qualitative analysis
o= [ Project
o= A Risk analvsis
o= R. Reports
¢ E. Security profiles
select
¢ [27002:2013] Code of practice for information security controls
groupings
o= [GDPR:2018] REGULATION on the protection of natural persons with regard to the processing of personal data
o= [25151:2017] Code of practice for personally identifiable information protection
others ...
compare profiles

example_en.mgr @ <?> ®

suggestions
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P v structural recommendations

select one domain (blue band above)

D [example] 27002:2013 = valuation — O >
Edit Expand WView Export
[paze] corporate network St r u Ct U I'a| 5
. bou ape] cou] current IR PICAR]
o o fecommendation | Cie hare oo
controls 1
L1 2 B 7 +# 5] INFORMATION SECURITY POLICIES L0 L5 L2
B o- o [5.1] MANAGEMENT DIRECTION FOR =
u INFORMATION SECURITY Lo LS L2
L] BEV ° +/ (5] ORGANIZATION OF INFORMATION SECURITY LO-L5.. L4115 L1214 |
ml o= o [5.1] INTERNAL ORGANIZATION LO-L5.. L4-L5 L2-14
| o= o/ [6.2] MOBILE DEVICES AND TELEWORKING n.a.
| o= o [7] HUMAN RESOURCE SECURTY n.a. na.  na
L] 58 B 9 +# (2] ASSET MANAGEMENT L1-L2.. L4-L5.. L2-L4
[] 4 B o +/[31] RESPONSBILTY FOR ASSETS L2 (LO... L4-L5.. L2-13
[] D6 BN o 4/ [32] NFORMATION CLASSIFICATION L1-L2  L4-L5 L3-L4..
L] BF B o/ [3.3] MEDIA HANDLING L2 (L1.. L4 (L3... L3-L4...
| -- 9 < [9] ACCESS CONTROL LO-L4.. L3-L5.. L2-L5 ...
o- o/ [9.-1] BUSINESS REQUIREMENTS FOR ACCESS
O . CONTROL L1 (L1.. L4-L5 L2-L3
L] B B o /9.2 USER ACCESS MANAGEMENT LO-L4 .. L3-L6.. L2114 |+

-J* []+1 domains suggest H @ <?> ®

suggestions 20



P v structural recommendations

rating: a level between 0 (no use) to 10 (critical)

® if maturity of safeguards differs from maturity of controls:
revise why!

D [example] 27002:2013 = valuation — O =

Edit Expand WView Export Import Statistics Select Graphs

Information 2ources

control | du.l m.l ap...| m| cu rrenﬂii_

[baze] corporate network

|:| T J’ [11] PHYSICAL AND ENVIRONMENTAL SECURTY LO-L4 .. L3-L5 L3-L5.. - |
[ B8Nl 7 +/[11.1 SECURE AREAS L1-L4 .. L3-L4 .. L3-L5 ..
my | ¢ ##[[11.1.1] Physical security perimeter L4 (L2) L4(L3) L4 (L3..
s I8 o =22 [PPS. 3] Doors L2 L3 L3 |—
L] 58 o 2= [PPS.4] Windows L2 L3 L3
|:| L o= [PP5.6] External walls L2 L3 L3-L4
L+ IR = [L.AC.1] Access via reception area L2 L3 L3
|:| 5 l == [PP5.2 6] Separation of areas managed by L2 L3 L3
== others
I === [L.AC.9] Emergency exits guarantee that

L] 4 == only authorized personnel can gain L2 L3 L3 |

access to installations -

—j+ [w] +1 domains K7 suggest H @ <?> @
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P v structural recommendations

® controls may not apply ...
®m because you said so (n.a.)

m because PILAR thinks they are useless in your project
based on asset classes, assets security requirements, and threats

D [example] 27002:2013 = valuation — O >
Edit Expand WView Export Import Statistice Select Graphs
[pa=ze] corporate network Infoermation sources
rec.. control | d-n.l sn.l ap...l m| currenﬁ_
I:l [DEI:I:II;EUEI;?D*I 3] Code of practice for information security LO-L5 . L3-L5 .| L2-L5 =
L1 2 M 9 +[5] NFORMATION SECURITY POLICES Lo L5 L2
o= o [5.1] MANAGEMENT DIRECTION FOR =
2 v Lo L5 L2
O INFORMATION SECURTY
L] BF I 7 +/ (5] ORGANIZATION OF INFORMATION SECURITY LO-L5.. L4-l5 L2-14 |
L]0 B o +/ 6.1 NTERNAL ORGANIZATION LO-L5.. L4-L5  L2-L4
U o o/ [6.2] MOBILE DEVICES AND TELEWORKING n.a.
| o o [7]HUMAN RESOURCE SECURTY n.a. na | na
L] 08 B ¢ «# (8] ASSET MANAGEMENT L1-12 .. L4-L5... L2-L4
[] 4 B o «[3.1] RESPONSIBILTY FOR ASSETS L2 (LO.. L4-L5 ... L2-L3
[] 06 BN o 4 [3.2] NFORMATION CLASSIFICATION L1-L2  L4-L5 L3-L4..
L] 0F B o/ [3.3] MEDIA HANDLING L2 (L1... L4 (L3... L3-L4 ...
L] SNl ¢ +/ 191 ACCESS CONTROL L0-L4... L3-L5... L2-L5 ...
o= of [9.1] BUSINESS REQUIREMENTS FOR ACCESS !
L] 4 l \’ CONTROL L1(L1.. L4-L5  LZ-L3
L] 07 BN o 4/ [9.2] USER ACCESS MANAGEMENT LO-L4 .. L3L5.. L2-L4 |+
Sugg = J + [ ]+ domains suggest H @ <?> @ 22




P v structural recommendations

® a control may not apply (for formal reasons: compliance)
but safeguards do apply (for technical reasons)

D [example] 27002:2013 » valuation — O >
Edit Expand WView Export Import Statistics Select Graphs
[paze] corporate network Infermation sources
rec.. control | d-n.l sn.l ap...l nn| currentﬁi_
L] ¢ «”[[8.3] MEDIA HANDLING n.a. -
|:| T J [8.3.1] Management of removable media n.a.
L[] 5 - o "' [MP.clean] Secure contents erasure L2 L4 L2-L3
L1 s IR o~ #F P 2] Media management L2 L4 | L2-L3
L1 s IR o % 1P cont] Availability L2 L4 L3 |=
7 o [MP.IC] Cryptographic protection of L4-12 | L3-14 | L1214
O l ﬁ.-:lzlnt&nts'. (media)
| ¢ +/ [2.3.2] Disposal of media n.a.
L's IR o= [MP.clean] Secure contents erasure L2 L4 L2-L3
L1's IR o % [MP end] Destruction of media L2 L4 L2113
|:| ? J [8.3.3] Physical media transfer n.a.
O 5 o~ #% 111p.2.3] Transport of data media ph... L2 L4 | L213
L1 4 1R o= % [P 4] Protection of media off-site L2 L4 L2113 |+
- J + |:| +1 domains suggest H @ <?> @
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P v structural recommendations

® a control may be compensated by another control

m than you may decide independently for safeguards

D [example] 27002:2013 » valuation — O >

Edit Expand WView Export Import Statistics Select Graphs

[paze] corporate network Infermation sources
rec.. control | d-n.l sn.l ap...l nn| currentﬁi_

] ¢+ [2.3] {xor} MEDIA HANDLING n.a. -

| ¢ + [8.3_base] Base n.a.

|:| T qf [2.3.1] Management of removable media n.a.

[] & - o1, [MP.clean] Secure contents erasure L2 L4 L2-L3 |

[] & - 0—'? [MP.2] Media management L2 L4 L2-L3

(1 s IR o % 1P cont] Availability L2 L4 L3 |5
o= MP.IC] Cryptographic protection of —

my l ﬁ.[n::n:Intnal!lt5'.rE‘rnF':IE.H:IEiIa}ﬂ‘ ’ L2 | 134 ) 1214

] ¢ +/ [2.3.2] Dispozal of media n.a.

L]l & - =" [MP.clean] Secure contents erasure L2 L4 L2-L3

s Il o- % WP end] Destruction of media L2 L4 | L2-L3

|:| 9 J [2.2.3] Physical media transfer n.a.

L] - o '? [MP.2 3] Transport of data media ph... L2 L4 L2-13

L+ IR o- ¥ WP 4] Protection of media off-site L2 L4 | L2-L3

O 5 IR & 7[8.3_2] Fully insulated system [L3]  [L3] | L3 |«

= J + |:| +1 domains L suggest @ <?> @
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P v maturity

select one domain (blue band above)

2. select one phase (table header)

™ lexample] 27002:2013 = — O X
Edit Expand View Expol M atu r|ty
[paze] corporate network urces
recommendation o so:as e B e sl |
Ll [8] ACCEN e L2 L4 L3 (L3-)|=~
I:l 4 e J[EI'.‘I] BUSINESS REQUIREMENTS FOR ACCESS L1 (L2-) L5- (L4+)L3- (L2...
CONTROL

R | o o [9.1.1] Access control policy L1 (L2) L4 (L5-) L3 (L3-)
L] 2 o J [8.1.2] Access to networks and network services L1 L5 (L4) L2

LI I 7 +/[9.2] USER ACCESS MANAGEMENT L2+ L4 L3
|:| b o J [9.2.1] User registration and de-registration L2 L3 L3 (L3} =
|:| 3 - o= J [9.2.2] Uzer access provisioning L4 (L2+) L4 L3 (L2+)] |
L] BF - o= J [9.2.3] Management of privieged access rights L2 (L2+) L4 (L5-) L4(L3)

I:l 5 o= J [9.2.4] Management of secret authentication L2 L3+ L3-

information of users

L]l 3 - o J [9.2.5] Review of user access rights L1(L2) L5(L4) L3

[] & - o J [9.2.6] Removal or adjustment of access rights L4 (L4+) L5 L3

L] BDESI 7 +/[2.3] USER RESPONSIBILITES L3 L3 L5

| -- o J [9.3.1] Use of secret authentication information L3 L3 L5

L] 06 M 7 /194 5vSTEM AND APPLICATION ACCESS CONTROL Lz L4 L3

L] 4 o J [9.4.1] Information access restriction L2 L3 L3

[] & - o J [9.4.2] Secure log-on procedures LO (LO+) L3 (L3+) L3

|:| & o J [9.4.3] Password management system L3 L3 L4 (L4-)

L] 3 - o J [9.4.4] Use of privieged utiity programs L3 L5 L3 (L3}
[] & - o J [9.4.5] Access control to program source code L1 L5 L3 (L3} |~

R : 25
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P v how to proceed

® light reflects differences between selected phase (red)
and target phase (green)

| |asp..l top |r&|:...| | safeguard |du| so...| ap...| c:-o| {:u...- PIL_I

] blue: selected maturity above target
green: selected maturity equals target
yellow: selected maturity a bit below target

] red: selected maturity far below target
gray: not applies

® objective: avoid red marks
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P v maturity

select one domain (blue band above)
2. select one phase (table header)
3. click SUGGEST (bottom)

D [example] 27002:2013 » valuation — O >
Edit Expand WView Export Import Statistice Select Graphs
[kase] corporate network Information scurces
rec.. control | du.l m| ap...| mm
D [27002:2013] Code of practice for information security controls L2 Lés  L3(L3) |-~ |
L1 2 Il 7 45 NFORMATION SECURTY POLICIES Lo L5 L2
o= o [5.1] MANAGEMENT DIRECTION FOR INFORMATION
O 2 \’ SECURTY LO L5 L2 3
L] F7 Il 7 + 5] ORGANIZATION OF INFORMATION SECURITY L2+ (L2) L5 L3(L3)
L] BF o o [6.1] INTERNAL ORGANIZATION L2+ (L2) L5 |L3(L3-)
Ll o 4/ [6.2] MOBILE DEVICES AND TELEWORKING n.a.
Ll ¢ o [71HUMAN RESOURCE SECURITY n.a. n.a. na |
Ll o= o [7.1] PRIOR TO EMPLOYMENT n.a. n.a. n.a.
Ll o= o [7.2] DURING EMPLOYMENT n.a. n.a. n.a.
L] - :;\’ [F.3 n.a. n.a. n.a.
ml 9 S [E1AS . L2 L4+ | L3(L3)
m o o [5.1 matu rlty L2 L4+  L3-(L2...
ml S YA . L2- L4+ L3+ (L3)
O -«e{ recommendation na.
L] DN » /15140 L2 L4 L3(L3)
Ol s o-‘}[L“::!Sd]I_EIPI:.IDSII_NESS REQUIREMENTS FO L1 (L2-) L5 (L4#)L3- (L2..
C107 Il = +/ 5.7 USER ACCESS MANAGEMENT L2+ L4 L3
Ll - q{ [9.3] USER RESPONSIBILITES L3 L3 s |7 27
suggestions—
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P v maturity recommendation

recommendations are sorted by first column index number
2. click on the suggestion to center it on the upper panel

3. these recommendations apply to the whole security domain

D [example] 27002:2013 > valuation - O x
Edit Expand View Export Import Statistics Select Graphs
information sources
rec.. control | du.l sa.l ap...| mm
HESPONSIHICITIES —
L] SN = +/ [12.2] FROTECTION FROM MALWARE L3(L2) L3 | L5(L3) |
L] B o 1/ [12.3] BACKUP L3 [L3+) L5 L4 (L3)
L] B o J [12.4] LOGGING AND MONTORING L3+ (L3-) L5 (L4) L3
L] BF - o q’ [12.5] CONTROL OF QPERATIONAL SOFTVWARE L1 L6 L4 ({L3)
(] & - o 1/ [12.6] TECHNICAL VULNERABILITY MANAGENMENT L1(L1+) L5 |L4-(L3-)
o= 12.7] INFORMATION S STEMS AUDIT
= l v LUN?]SIDERATIDNS L) L3 il =
L] SN 7 +/ [13] COMMUNICATIONS SECURITY Lz |L4(L3+) L4 (L3)|=
L] DS 7 +/[13.1] NETWORK SECURITY MANAGEMENT L1+ (L2-) L4 (L3) L4 (L3) —
(1 5 IR o= o [13.1.1] Network controls L1(L2-) L4 L3
ml | o o [13.1.2) Security of network services L2 L4(L3) L5(L3)
|:| 6 - o- q’[13.1.3] Segregation in networks Lo L4 (L2+) L4 (L3+) -
6.6 = [11.2.3] Fabling security -
6.5 = [13.1.3] regation in networks 1=
6.5 1 [9.4.2] 5hcure log-on procedures
6.4 1 [SW.5C.0] User accounts included by default in the products are removed or modified
6.3 i [18.2.3] Jechnical compliance inspection
5.2 = [11.2.4] Jquipment maintenance
6.2 i [14.2.9] Bystem acceptance testing
151 " [1?'1 | erif_yr. rleviv.?w and‘ev:aluate information security continuity - | 28
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P v how to proceed

for low risk systems,

B minimal objective should be mostly L2, L2

.. L3
and L3 for some critical measures

® for medium systems,

® minimal objective should be mostly L3,
L4 for some critical measures, L3

and L2 for low effect measures = =
® for high risk systems,
®m objective should be mostly L4, L4
L3 for low effect measures L3

® for an ISMS certification, aim at L5
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any question?

[support@pilar-tools.com]
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